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AMENDMENTS TO THE CLAIMS; 

This listing of claims will replace all prior versions and listings of claims in the 

application: 

1. (Currently Amended) A device-to-device authentication system feF- 
outhont i oating a dovioo one or more dov i ooo on a homo network oonnoctab l o to an 
oxtorna l n e twork via a routor . oharaotor i zod by the svstem comprising: 

means for holding a MAG media access control address of oa i d routor o e t as a 

default gateway; and 

local environment management means for oonfintiing whothor or not another 
dovioo roquoot i ng for aoooooing to oaid dov i oo on oa i d homo network is prcoont on said 
homo network baood on whothor or not a MAC addrooo of oaid roquost oouroo dovioo of 
aoooooing io idont i fiod or non idont i fiod w i th a MAC addrooo of sa i d routor oot ao a 
rinfnult gatowav determining when a home network of a first device and a home network 
of a second device are the same home network bv compar ino a source media access 
control address to the media access control address of the default gateway. 

2. (Cun^ntly Amended) The device-to-device authentication system according to 
claim 1 , characterized i n that: 

onoofoaid dovioos wherein the first device is a home server for legitimately 
acquiring content[[s]], whoroao tho othor of oa i d dovioos and the second device is a 
client for making a request for ©aidthe content[[s]l to sai^the home server^oHJse; and 
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wherein, in response to oonfimiat i on of prooonoo of both dev i ces on determinina 
the devices are both on saidthe same home network, saidthe home server provides 
saidthe content([sJ] and/ef or issues a license for saidthe content[[s]] to saidthe client. 

3. (Currently Amended) The device-to-device authentication system according to 
claim 1 , charactorizod i n that: 

wherein the first device is one of two or more home servers aro ab l o to b e 
installed on said-the home network of the first device : 
wherein the second device is a client: and 

wherein eaeh one or more of said the two or more home servers can provide 
providoo oaid content[[sJJ and/eF or issues issue a license for saidthe content[[s]] to said- 
-ntinntr thnHr pnTiftrmnri4n-tw3-prosQnt -the clie^^^ ^ on saidthe 

same home network. 

4. (Currently Amended) The device-to-device authentication system according to 
claim 3, charactorizod in that: 

wherein saidthe client is able to receive a provision of saidthe contentI[s]l and/ef 
or Issuance of saidtbs license for eatdme content[[s]] from one or more of saldihe two or 
more home servers on saidthe same home network. 

5. (Currently Amended) The device-toKlevice authentication system according to 
claim 3, charactorizod in that: 
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wherein saieithe client is able to use saidthe content[[sll acquired from a p l ura l ity 
«rf -the two or more home servers on saidthe same home network, and, upon connection 
to a home server on an otho r a second home network, saidthe client is not able to use 
saidthe contentQs]] acquired from said the iwo or more home servers on said ft\e same 
home network[[s]] oth e r than said othor homo network . 

6. (Canceled). 

7. (Currently Amended) A device-to-device authentication system feF- 
authont i cating a dov i oo on a homo network connootablo to an oxtornal notwork v i a a 
router , charaotorized by t he system comprising: 

nfieans fbr -ohortng^o-same-idcnt i fioat i on i nfomiat i on regard i ng oald hom e 

network botwoon rff>w i rc » F nn p . n i d Knmn homo network storing identification 
information identifvina a home network of a first de vice and a home network of a second 
device : and 

means for said l oca l onvironmont managomont m e ono conf i rmo whothor or not 
oooh of pa i d doviooo is prooont on oaid camo homo network baocd on whothor or not 
each of caid dov i oeo oharoo tho oamo idont i f i oatlon infomiation regard i ng oa i d home 
aotwQFk determining when the home network of the first dev ice and the home network 
of the second device are the same home network bv compa ring the identification 
infomiation identifying the home network of the fir st device to the identification 
information identifying the home network of the se cond device wherein the home 
network of the first device and the home network o f the second device are determined 
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to be the same home network when the comparison determines the information 
identrfvino the home network of the first device and the ide ntification infonnation 
indenfifvina the home network of the second device are the same . 

8. (Currently Amended) The device-to-device authentication system according to 
cialm 7, oharaotorized i n that: 

n . irth nf r . niri dov/ i cQfi acquires wherein the first device and the sec o nd device 
acouire a MAG media access control address of said a router set as a default gateway 
as the identification infonnation regard i ng identifvino saidthe home network of the first 
device and the second device : and 

whether or not oaoh of oaid dov i ooo io prooont on oo i d oamo homo network the. 
^home-network-o^the-fi^s^devtee-at^ d t h e h o m e n e t work o f s e eond-devjee-are^he same 
home network is oonfinnod determined based on whether or not each of oaid.dovioeo 
ba&^ the first device and the second device have the same media a ccess control MAG 
address of saidthe sam e default gateway. 

9. (Currently Amended) The device-to-device authentication system according to 
claim 7 nhnrnotorizod i n that ftjfther comDrislna : 

a local environment management apparatus located on the home network of the 
first device and the home network of the second device for supplying nefewofk tlie 
identification information io i notallod on oaid homo network ; and 
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nnnh of ca i d dov i coo acquires wherein the first device and second device acquire 
a MAG media access control address of saidthe local environment management 
apparatus as identification information regarding identifvino saictthe home network; and 

wherein whether or not oach of said dev i c e s I s pr e s e nt on oaid same hom e 
oefaworit the home networi< of the first device an d the home network of second device 
are the same home network is confirm e d detenriined based on whether or not oaoh of 
nnid dnvicDs has a the first device and the second device have the s ame media access 
control MAG address ofsaWthe same local environment management apparatus. 

10. (Currently Amended) A device-to-device authentication method feF- 
authontioating a dovioo on a homo notwork oonnoctab l o to an oxtorna l network via a 
'fOHtef rcharaotorizod-b rconnprisingt — - - 

a otop of holding a MAG media access control address of oaid router oct ao a 
de^ult gateway; and 

a l ocal onv i ronmont managomont otep of confinning whothor or not another 
dovioo r e quooting for acc e ss i ng to oaid dovioo on oa i d homo notwork io present on said 
homo notwork based on whothor or not a MAC addrooo of oaid requoot oourco dovioo of 
acoooo i ng i o i dontifiod or non i dont l fiod with o MAC addroso of oaid routor oot as a 
Hrifniilt gatowav detenminina when a home network of a first devic e and a home network 
of a second device are the same home network bv compar ing a source media access 
control address to the media access control address of the default aatewav. 
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1 1 . (Currently Amended) The device-to-device authentication method according 
to claim 10, oharactorizod in that: 

wherein ono of oa i d doviooo the first device is a home server for legitimately 
acquiring content[[s]]. whoroao the othor of oaid dov i oes and tfie second device Is a 
client for making a request for said content[[s|] to saidtljg home server for use;.and 

wherein, in response to oonfinnat l on of prooonoo of both doviooo on detemninina 
the first device and the second de are on sai4the same home network in saidthe local 
environment management step, saidthe home server provides saidthe content[[sll 
and/or issues a license for saidthe content[[s]] to saidthe client. 

12. (Currently Amended) The device-to-device authentication method according 
tgctalm'tO roharactorizod-in-thatr 

wherein the first device is one of two or more home servers aro ablo to be 
installed on said-the home network of the first device: 
wherein the second device Is a client: and 

wherein eaeh one or more of said the two or more home servers can orovide 
providoo said content[[s]] and/or ioouos or issue a license for saidthe content[[s]] to said- 
niinntp thnt i r . nnnfirmnd to bo present the client when it is d etermined to be on saidthe 
same home network. 

13. (Currently Amended) The device-to-device authentication method according 
to claim 12, oharactor i aod in that: 
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wherein eaidthe client is able to receive^ provision of eai^ihe contentUs]] anci^ 
gr issuance of saidthe license for saidthe content[[sl] from eaidthe two or more home 
servers on saidthe same home network. 

14. (Currently Amended) The device-to-device authentication method according 
to claim 12, oharactorizod in that: 

wherein ©aidM client is able to use saidlhe content[[s]] acquired from a p l ura l ity 
et -the two or more home servers on satdthe same home network, and, upon connection 
to a home server on an othe ra second home network, saidthe client is not able to use 
caidthe content[[s]] acquired from the said two or more home servers on eaidthg home 
netwQrk[[s] ] other than oa i dtho othor homo network . 



15. (Canceled) 

16. (Currently Amended) A device-to-device authentication method-fef- 
outhontioating a dov i oo on a homo network oonnoctob l o to an oxtorno l notwork v i a a 
router , oharaotor i zed by comprising: 

a otop of sharing the oamo Idont i fiGation infomiation regard i ng oaid home 
nctwrrh h^*"'""" '"^ ' ^ rinuinnt- nn riiH rnmn hnmn nntwork storing identification 
infomiation identifying a home network of a first d evice and a home network of a second 
device : and 

i n oaid loca l onvironment manogomont ctop. whether or not each of oaid doviooc 
io prooont on oaid oamo home notworic i o oonfinnod baood on wh e ther or not each of 
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pa i d d e v i ceo oharoo tho oamo identif i cation i nfonnat i on rogarding oa i d homo notwork 
determininc when the home network of the first device and the home network of the 
second device are the same home network bv comparino the identific ation information 
identifvina the home network of the first device to the iden tification infomnation 
Identifying the home network of the second devic e, wherein the home network of the 
first device and the home network of the second dev ice are determined to be the same 
network when the comparison determines the information identifvina the home network 
of the first device and the Identification information indentifv ino the home network of the 
second device are the same . 

17. (Currently Amended) The device-to-device authentication method according 

^/vYvralm tft- T'.hnmntnriyn ti^^ — 

i n oa i d l ocal onv i ronmont managomcnt otop, oaoh of oaid dov i coo ooqu i roo 
acquiring bv the first device and the second device a MAC media access control 
address of said a router set as a default gateway as identification information regarding 
saidthe home network of the first devfce and th e second device: and 

wherein whether or not oaoh of said doviooo io prooont on sa i d oamo homo 
notwQtfc the home network of the first device and the home networi< of second device 
are the same home network is confirmed determined based on whether or not oach of 
rniH finwinnr hfir the first devlce and the second de vice have the same media access 
control A4AG address of saidthe same default gateway. 
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18. (Currently Amended) The device-to-device authentication method according 
to claim 16, oharaotorizcd i n that wherein : 

a local environment management apparatus is located o n the home network of 
the first device and the home network of the second device for supplying network the 
identification information is inotal le d on sa i d homo notwork ; and 

jn l^j'^?' mnnnjnmftnt fttnp laifth nf nniri dftviooo aoqulrGo the first device 
and the second device acouire a media access control address of saidlhe local 
environment management apparatus as identification infonnatton regarding saidthe 
home network; and 

whether or not oaoh of sa i d d e vlo e o io pres e nt on saki came homo notwork the 
home network of the first device and the home network of second de vice are the same 
ttpmB'rielwcnrkl snggHfifBTeet- ^ <rf oaid.dovio e o 

bas-a the first device and the second device have the same media access control MAG 
address of saidthe same local environment management apparatus. 

19. (Currently Amended) A communication apparatus for operating on a home 
notwork oonnootab le to an oxtorna l notwork via a routor , oharaotcrizod by comprising: 

means for holding a MAG media access control address of sa i d routor cot as a 
default gateway; and 

local environment management means for confirming whothor or not another 
dov i oo requooting for aoo e ss i ng to oald dov i oo on oa i d homo notwork io prooent on said 
homo notwork baood on whothor or not a MAC addroos of oaid roquoot oouroo dov i oo of 
acooooing i s i dentified or non i dont i fiod w i th a MAC addroco of oa i d rout o r cot as a 
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ieterminina when a home network of a device and a home network of 
the communication apparatus are the same home network bv comparina a source 
media access control address to the media access control address of the default 
Gateway . 



20. (Cun-ently Amended) The communication apparatus according to claim 19, 
oharootorizod i n that: 

wherein saidthe communication apparatus operates as a home server for 
providing contentHsJ] on said the home network of the communication a oparatus: and 

wherein saidthe communication apparatus further comprises content-provision 
means for providing said content[[s]] and/or or issuing a license for saidthe contentQs]] 
- — -only when-thexommtmtcation-appafattt&^nd-the-deviee- afo to a dovioe oonf i rmod to bo 
preseft tdetennined to be on eaidthg same home networ k by oa i d local onvironmont 
management means . 

21. (Cunrently Amended) The communication apparatus according to claim 19, 
oharaotorigod in that: 

wherein saidthe communication apparatus operates as a client for making a 
request for content[[s]] to a home server for use on eaid the home network of the 
communication apparatus : 

wherein saidthe communication apparatus further comprises content-using 
means for receivings provision of said content[(s]l and/©f or issuance of a license for 
saidthe content[Is]] only when the device is the home sen/er and from a homo oorv e r 
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oonfirmod to bo prooont determined to be on saidthe same home networ k by oaid l oca l 
onvironmont managomont means . 

22. (Currently Amended) The communication apparatus according to claim 21, 
oharaotor i zod i n that 

wherein two or more home servers are able to be installed on said tiie 
home network of the communication apoaratus : 

wherein sai4the content-using means recelves_a provision of saidthe content[[s]l 
and/ef or issuance of a license for saidthe content[[s]] only fromjhe two or more home 
servers^ nnnftmnod to bo prooen t determlned to be on ealdttig same home network Qf th? 
communication aooaratus bv oa i d local onvironmont managomont moanc . 

23. (Currently Amended) The communication apparatus according to claim 21 , 
oharoot e rizod in that: 

wherein saidthe content-using means is able to use saidthe contentI[s]J acquired 
from a plurality of home servers on saidthe same home network of the communication 
aooaratus. and, upon connection to a home server on on othora second home network, 
saidthe client is not able to use safiWie content[(sl] acquired from the saidthe home 
servers on saidthe home network of the commu nication apparatus notworko othorthon 
oa i d othor homo n e twork . 

24. (Canceled) 
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25. (Currently An^ended) A communication apparatus oporating aooo l iontfor 
mak i ng roquoot for oontont[[el) to a home condor for uoo. on a homo network 
oonnoctab l o to an external network via a routor, oharaotorizod by comprising: 

means for oharing the came ident i fication i nformation rogording oaid home 
notwor i t bol"'""" Hoirinn«» nn rnifi rnmn hnmn nntwork storino identification infomiation 
iripntifyinq a home network of the communica tion apparatus and a home network of a 
device: and 

means for oaid l ocal onv i ronmont managomont moano oonfimio whothor or not 
each of oaid dov i coo i o prooont on oaid oamo homo notworU baood on whothor or not 
each of oaid dovicos oharoo the oamo idont i ficat i on informat i on regarding oa i d homo 
ttftfawefk determinino when the home networic of the com munication aooaratus and the 
home-network of-devtce are the same-homfrnetwork -bv-eemparinQ4he i^ 
infnrmatiQn identifvina the home network of the communication apparatus to the 
iriftntificatlon information identifying the home netw ork of the device, wherein the home 
nfttwork of the communication apparatus and the home network of the device are 
rietermined to be the same network when the comparison determines the Infomiation 
irientifyina the home network of the communic ation apparatus and the identification 
information Indentifvino the home network of th e device are the same. 

26. (Currently Amended) The communication apparatus according to claim 25, 
choraotor l god in that: 

wherein saidthe local environment management means acquires a MAG me^lig 
access control address of eaida router set as a default gateway as Identification 



-13- 



Application No. 10/520,975 
Attorney Docket No. 09812.0203 

information rogarding identifying saidthe home network of the comm unication apparatus 
and the home network of the device : and 

wherein whether or not a Jhe device on othor o i do of communioation is prooent 
on saidthe same home network is confirmed detemriined based on whether or not 
eaidthe device on othor oido of communioation hao and the communicatio n apparatus 
acquire the same a-MAG media access control address of eaidM default 
gateway. 

27. (Currently Amended) The communication apparatus according to claim 25, 
ohoraotor i zod in that 

wherein a local environment management apparatus for supplying network 

apparatus and the home network of the device : and 

saidthe local environnnent management means acquires a MAC media access 
control address of saidthe local environment management apparatus as identification 
information regarding eaidthe home networ k of the commun ication apparatus and the 
home network of the device : and 

whether or not a the device on othor oido of oommun l cat i on is present on saldttve 
same home network is oonf i miod determined based on whether or not saidthe device 
f>n nthnr n i do of Qommunloat l on and the comm u nication apparatus acquire the same 
hao a MAC media access control address of saidthe same local environment 
management apparatus. 
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28. (Currently Amended) A computer program doooribod in a oomputor readable 
fnrmnt rn nr tr> oYnpiitn n prnnnr.fi A computer-readable medium , storing a computer 
program for causing a processor to execute a method for auth e nt i cat i ng a firot dovioo. 
on a homo network connootab l o to on oxtoma l network v i a a routor. on which a home 
oorvor for l ogitlmatoly acquiring contonto from oa l d oxtorna l notworit and a ol i ont for 
making a roquoct for oa i d oontonto for uoo arc prooont. oa i d oomputor program 
nh.nrnntnrigod by Providing content to a firet device on a h ome network, the method 
comprising: 

a - local onvironmont managemont otop of confirming whether or not sa i d hom e 
oon/or and oald oliont aro prooont on oaid homo network baood on whether or not a 
MAC addrooG of oa i d roquoot oouroo o li ont of aooooo i ng i s idontifiod or non idontifiod 

With 3 MAC nd^JT'"''' ' ■^j^' f'^* Hnfu il t gatoway detefrmfflflq-whefHthe-fiFSt- 

device and a second device are both on the home networ k bv comparing a source 
media access control address to a media access co ntrol address of a default gateway; 
and 

prrmiriing r.niri nnntnnto and/or content or issuing a license for saidthe content[[sl] 
to oaid oliont the first device hy m i H hnmn Rmv e r the second device if i n rosponoo to 
con finr? t'»" pmrnnm nf hnth miri riovi P BR the first device and the second device are 
on saidthe same home network i n oaid local onvironmont managomont step . 
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